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1. Introduction
Kanos Designs (KDS) understands that clients may share confidential, sensitive,
proprietary, or commercially valuable information with us when requesting our services.
This may include business plans, website concepts, source materials, designs, branding
strategies, customerinformation, passwords, project files, financialinformation, marketing
plans, productideas, unpublished content, software concepts, and otherinformation that
aclient does not want disclosed to others.
This NDA Compliance Policy establishes the principles and procedures Kanos Designs
follows when handling confidential information under a Non-Disclosure Agreement (NDA),
confidentiality clause, service agreement, project agreement, or other contractual
arrangement.
The purpose of this policy is to ensure that confidential clientinformation is:

e Properlyidentified;

e Accessedonly whennecessary;

e Usedonlyforauthorised purposes;

e Protectedagainst unauthorised disclosure;

e Storedandtransferredresponsibly;

e Sharedonly with authorised persons;

e Retainedonlywhenreasonably necessary; and

e Properlyreturned, deleted, or destroyed when required.

This policy applies to Kanos Designs and individuals authorised to work on KDS projects
where confidentialinformationis involved.



2. Purpose of the Policy

The purpose of this policy is to establish a clearinternal standard for protecting
confidential information received from clients, prospective clients, partners, suppliers,
contractors, and other parties.

Kanos Designs aims to ensure that confidentiality is treated as an essential part of
professional service delivery.

This policy helps KDS to:

Protect client confidentiality;

Prevent unauthorised disclosure;

Control access to confidential information;

Establish responsibilities foremployees and contractors;

Support compliance with signed NDAs;

Protect clientintellectual property and business information;

Reduce therisk of accidental disclosure;

Establish procedures for handling confidentiality incidents; and

Maintain professional trust with clients.
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3. What is an NDA?
A Non-Disclosure Agreement (NDA) is a legal agreement under which one ormore parties
agree to protect confidential information from unauthorised use or disclosure.
An NDA may be:
o Aseparate agreement;
o Partofaservice contract;
e Includedinaprojectagreement;
e Includedinaproposal orengagement document;
e AmutualNDAbetween KDS and aclient; or
o Aone-wayNDA protecting information belonging to one party.
The specific terms of each NDA may differ.
Where a client has entered into an NDA with Kanos Designs, the specific terms of that
agreement take precedence over this general policy where there is a conflict.

4. Scope
This policy applies to confidential information received oraccessed by Kanos Designs
through:
o Website development projects;
o Web application projects;
o Website maintenance;
o Website management;
e SEOprojects;
o Website performance optimisation;
o Websiterebranding;
o Graphic design projects;
e Businessstartup branding;
e Documentbranding;



e Motion graphics;

e Socialmediadesign;

o Business consultations;

e Technical support;

e Emailcommunications;

e Meetings;

e Phonecalls;

e Online meetings;

o File-sharing systems;

o Cloudstorage;

e Clientaccounts;

o Website administration systems; and
o Otherprofessionalengagements.

5. What Is Confidential Information?

Confidential information generally means information thatis not publicly available and that
the clientreasonably expects Kanos Designs to keep confidential.

Depending onthe agreement, confidentialinformation may include:

5.1Business Information
e Businessplans;
o Businessstrategies;
e Internal procedures;
e Futureplans;
e Expansionplans;
e Pricing strategies;
e Financialinformation;
e Salesinformation;
o Marketing strategies;
o Customerstrategies;
e Supplierinformation;
o Business opportunities.

5.2 Technology Information
e Sourcecode;
e Applicationcode;
o Database structures;
e APlinformation;
e Technicaldocumentation;
e Systemarchitecture;
e Hostinginformation;
e Serverinformation;
e Development plans;
e Technical specifications;
o Software concepts.



5.3 Website Information
e Unpublished website content;
o Website designs;
e Wireframes;
o Prototypes;
e Development environments;
e Administratoraccounts;
o Website databases;
e Logincredentials;
o Website configurations;
e Unreleasedfeatures.

5.4 Branding and Creative Information
e Unreleasedlogos;
e Brandconcepts;
o Brand strategies;
o Designconcepts;
e Marketing materials;
o Campaignconcepts;
o Advertising materials;
e Product packaging concepts;
e Unreleased graphics;
e Motion graphics;
e Creative direction.

5.5 Personal and Customer Information
e Customerlists;
o« Employeeinformation;
e Customerrecords;
e Contactinformation;
« |dentificationinformation;
e Photographs;
e Applicationinformation;
e Membershipinformation;
e Otherpersonalinformation provided for a project.

5.6 Other Confidential Information
Any otherinformation that:
e Ismarked confidential;
o Isidentified as confidential;
e Isreasonably understood to be confidential; or
e Isprotectedas confidentialunder an applicable agreement.

6. Information That May Not Be Confidential



Unless an applicable NDA states otherwise, information may generally not be considered
confidential where it:

o Was already publicly available when disclosed;

o Becomes publicly available through no breach by Kanos Designs;

o Was already lawfully known to KDS before disclosure;

e Isindependently developed without using the confidential information;

o Islawfully received from another source without a confidentiality obligation; or

o Isspecifically authorised by the client for public disclosure.

The exact definition contained in the applicable NDA will determine whether particular
informationis confidential.

7. Kanos Designs’' Confidentiality Commitment
Kanos Designs commits to treating client confidential information responsibly.
KDS will seek to:

o Keep confidentialinformation confidential;

e Useitonlyforauthorised business purposes;

e Restrictunnecessary access;

e Avoidunauthorised disclosure;

o Protect confidential files and systems;

o Follow applicable NDA requirements;

o Notify appropriate parties of serious confidentiality incidents;

e Returnordelete information whenrequired; and

e Maintain appropriate confidentiality practices after a project ends.

Confidentiality obligations may continue afterthe completion or termination of a project
where required by the applicable NDA or contract.

8. Need-to-Know Principle
Access to confidential information should be limited to people who genuinely need the
information to perform an authorised task.
Forexample, a graphic designerworking on a confidential brochure may not need access
to:
The client's website administratoraccount;
The client's financial records;
Unrelated customer information; or
o Otherconfidential projectinformation.
Likewise, a web developer working on a website may not need access to unrelated
confidential branding or financialinformation.
Kanos Designs will seek to apply the principle of minimum necessary access.

9. Employee and Contractor Confidentiality



Employees, freelancers, contractors, consultants, and other authorised persons working
with Kanos Designs may be required to agree to confidentiality obligations before
receiving access to confidential client information.
They are expectedto:

o Keep clientinformation confidential;

e Useinformation only forauthorised work;

e Avoiddiscussing confidential projects unnecessarily;

e Protect projectfiles;

e Protect passwords and access credentials;

e Avoid copying confidentialinformation unnecessarily;

e Avoid sharing confidential information through personal channels;

e Report suspected confidentiality breaches;

e Returnordelete information wheninstructed.
A person working with KDS does not gain ownership of confidential clientinformation
merely because they have accesstoit.

10. Third-Party Contractors
Kanos Designs may occasionally engage independent professionals or contractors to
assist with a project.
Where confidential client information needs to be provided to such a person, KDS will seek
to ensure that:

o Thepersonisappropriately authorised;

e Accessislimitedtowhatisnecessary;

o Confidentiality obligations are established where appropriate;

e Informationis used only forthe authorised project; and

o Informationisreturned ordeleted when nolongerrequired.

Kanos Designs will not intentionally provide confidential information to third parties for
unrelated purposes.

11. Use of Confidential Information
Confidentialinformation may only be used for the purpose for which it was provided or for
another purpose authorised by the client or applicable agreement.
Forexample, if a client provides KDS with an unreleased business plan to help develop a
website, KDS will not use that business plan to:

e Develop acompeting business;

o Marketunrelated services;

o Share the strategy with anotherclient;

e Publishthe strategy;

e Selltheinformation;or

e Useitforanotherunauthorised purpose.

12. Disclosure Restrictions



Kanos Designs will not intentionally disclose confidential client informationto an
unauthorised person.
Unauthorised disclosure may include:
e Forwarding confidential emails;
e Sharing confidential files;
e Publishing confidentialinformation online;
o Posting confidential projectimages publicly;
o Discussing confidential projects with unrelated persons;
e Sharing passwords;
e Uploading confidentialinformation to an unauthorised platform;
e Showing confidential designs to another client;
e Using confidentialinformation for personal purposes.

Authorisation should be obtained before confidentialinformationis disclosed outside the
scope permitted by the applicable agreement.

13. Client Projects and Portfolio Use
Kanos Designs may normally wish to display completed work as part of its professional
portfolio, website, social media, proposals, presentations, or marketing materials.
However, where an NDA or other agreement prohibits public disclosure, Kanos Designs will
respect that restriction.
Where a project is confidential, KDS will not publicly display:

e Unreleased designs;

o Confidential website screenshots;

e Clientdocuments;

e Internal businessinformation;

e Unreleasedbranding;

o Confidential productinformation;

e Clientinformation; or

e Otherprotected material,

unless authorised by the client or permitted by the applicable agreement.
Where necessary, KDS may request separate written permission before using a client's
work as a portfolio example.

14. Confidentiality During Website Development
Website projects may involve access to confidential information such as:
e Administrator credentials;
e Hostingaccounts;
e Domainaccounts;
o Databases;
e Customerrecords;
o Website analytics;
e Internal businessinformation;



o Unpublished website content;
e Private documents;

o Paymentintegrations;

e Internal systems.

Kanos Designs will use such access only for authorised development, maintenance,
management, or support activities.
KDS will not intentionally use client systems forunrelated activities.

15. Passwords and Access Credentials
Passwords, APl keys, authentication tokens, administrator accounts, database credentials,
hosting credentials, and similarinformation will be treated as confidential.
Kanos Designs will seek to:

e Limitaccesstoauthorised personnel;

e Avoidunnecessary sharing;

e Usesecure authentication practices;

e Avoid storing passwords unnecessarily;

e Protect credentials from unauthorised disclosure;

o Useseparate accounts where practical;

e Recommend changing credentials when accessis no longerrequired.
Clients are encouraged to provide individual user accounts instead of sharing a single
administrator password whenever the relevant system supports this feature.

16. Handling Client Files
Client files may include:
e Documents;

e Images;
e Videos;
e Logos;

o Designfiles;

e Sourcefiles;

e Presentations;

e Spreadsheets;

e PDFs;

o Websitefiles;

o Databases;

o Code;

o Marketing materials;

e Businessrecords.
Kanos Designs will seek to store and handle such files responsibly.
Access should be limited to authorised persons who require the files for the relevant
project.



17. Email and Confidential Information
Kanos Designs operates professional email addresses including:
o info@kanosdesigns.com
e services@kanosdesigns.com
e marketing@kanosdesigns.com
e payments@kanosdesigns.com
e support@kanosdesigns.com
e privacy@kanosdesigns.com

Confidentialinformation received through these accounts must be handled responsibly.
KDS personnel should:

o \Verifyrecipients before sending confidential information;

e Avoidunnecessary forwarding;

e Avoid sending confidential information to personal email accounts;

e Checkattachments before sending;

e Avoidincludingunnecessary confidential information in email subjects;

e Useappropriate secure transfermethods where necessary.

18. File Transfer and Cloud Services
Where confidential files are transferred or stored electronically, Kanos Designs will seek to
use appropriate systems and reasonable security measures.
Depending onthe project, these may include:
e Secure file-sharing platforms;
e Password-protectedfiles;
e Access-controlled cloud storage;
e Secure website administration systems;
e Encrypted connections;
e Restricted sharing permissions.
The specific services used may vary depending on the client's project requirements.

19. Physical Documents
Where confidential information exists in physical form, Kanos Designs will seek to prevent
unauthorised access.
Physical confidential documents should not be:

e Leftunattendedinpublic areas;

e Photocopiedunnecessarily;

o Disposed of without appropriate care;

o Taken outside authorised locations without a legitimate reason.
When physical documents are no longerrequired, they should be securely disposed of
where appropriate.

20. Remote Work
Where Kanos Designs personnel work remotely, they remain responsible for protecting
confidential information.



Thisincludes taking reasonable care when:
e Usinglaptops;
e Usingmobile devices;
o Working fromhome;
o Workinginshared environments;
e Using public networks;
e Accessingclient systems;
e Storing project files;
e Participatinginonline meetings.
Confidential clientinformation should not be knowingly exposed to unauthorised persons.

21. Meetings and Conversations
Confidential projectinformation may be discussed during:
e Clientmeetings;
e Phonecalls;
o Video conferences;
e Teammeetings;
o Designconsultations;
e Technical discussions.
Kanos Designs personnel should avoid discussing confidential informationin
circumstances where unauthorised persons may overhear the conversation.

22. Social Media and Public Communications

Kanos Designs will not intentionally publish confidential client information through:
o Facebook;
e Instagram;

e Linkedln;

° X,

o TikTok;

e YouTube;

o Websites;
o Blogs;

o Newsletters;
e Messagingplatforms;
e Otherpublic channels.

This includes confidential screenshots, project details, documents, designs, business
strategies, customerinformation, or other protected information.

Employees and contractors should not post confidential project information on personal
socialmedia accounts.

23. Use of Client Information for AI and External Tools
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Confidential clientinformation must not be entered into public or third-party artificial
intelligence tools, automated platforms, design tools, code assistants, or other external
services unless:

1. Theuseis authorised;

2. The applicable confidentiality requirements permitit; and

3. Appropriate safeguards are in place.
Where a client has specifically prohibited the use of external Al or automated services,
Kanos Designs will respect that restriction.
KDS personnel should avoid submitting confidential client information to external services
simply for convenience.

24. Intellectual Property and Confidentiality

Confidentiality and intellectual property are related but separate matters.
An NDA generally concerns the protection of confidential information.

It does not automatically transfer ownership of:

o Copyright;

o Trademarks;
e Designs;

e Source code;
e Logos;

e Brandassets;

o Otherintellectual property.
Ownership and licensing rights should be determined by the applicable service
agreement, contract, quotation, intellectual-property clause, or other written agreement.

25. Client Ownership of Confidential Information

Unless an agreement states otherwise, Kanos Designs does not claim ownership of
confidential information merely because itreceives oraccesses thatinformation.
Client confidentialinformation remains subject to the client's rights and the terms of the
applicable agreement.

KDS will use such information only within the authorised scope.

26. Confidential Information After Project Completion

Confidentiality does not automatically end when a project is completed.

Where an NDA or contract requires continuing confidentiality, Kanos Designs will continue
to protect the information for the period specifiedin that agreement.

Where no specific period is stated, KDS will continue to treat genuinely confidential
informationresponsibly for aslong as the confidentiality obligation applies.

27. Return or Destruction of Confidential Information
When a client requests the return or destruction of confidential information, Kanos Designs
will take reasonable steps to comply, subject to:
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e Theapplicable NDA;

e Legalobligations;

e Accounting requirements;

o Backup systems;

o Dispute orlegalrequirements;

o Otherlegitimate retention obligations.

Depending on the circumstances, KDS may:
e Return physical documents;
e Returnelectronic files;
o Delete working copies;
e Remove access;
o Delete projectinformation from authorised storage;
e Securely dispose of physical materials.

Information contained in automatic backups may remain temporarily until the normal
backup retention cycle expires.

28. Data Protection and Confidentiality
Confidentialinformation may also contain personalinformation.
Where this occurs, Kanos Designs will seek to apply both:
o Itsconfidentiality obligations; and
o ItsData Protection & Privacy Policy.
Personal information must be handled in accordance with applicable data protection
requirements.
This NDA Compliance Policy should therefore be read together with the Kanos Designs
DataProtection & Privacy Policy where personalinformationis involved.

29. Confidentiality Breaches

A confidentiality breach may occur when confidential informationiis:
e Accessedwithout authorisation;
e Senttothewrong person;
e Lost;
e Stolen;
e Published without permission;
e Sharedwith anunauthorised third party;
e Usedforanunauthorised purpose;
o Exposedthroughinadequate security;
o Disclosedintentionally oraccidentally.

Examplesinclude:

Example 1: An employee accidentally sends a client's confidential proposal to another
client.

Example 2: A confidential website screenshot is posted publicly before the client's launch.
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Example 3: A client database is downloaded for an unrelated purpose.
Example 4: A project password is shared with someone who is not authorised to work on
the project.

30. Reporting a Confidentiality Incident
Anyone working with Kanos Designs who becomes aware of a suspected confidentiality
breach shouldreportitas soon asreasonably possible.
Reports should be sent to:
privacy@kanosdesigns.com
The report should, where possible, include:
e Whathappened;
e Whenithappened;
o Whatinformation may have been affected;
e Whomay havereceived oraccessed the information;
e Whethertheinformationremains accessible;
e Anyimmediate action already taken.

Individuals should not attempt to hide or delete evidence of a suspected breach simply to
avoid reporting the incident.

31. Response to a Confidentiality Breach
When Kanos Designs becomes aware of a suspected confidentiality breach, it may:
Assesstheincident;
Identify the information involved;
Restrict furtheraccess;
Secure affected accounts;
Recover or delete information where possible;
Determine how the disclosure occurred;
Assess the contractual and legalimplications;
Notify the affected client where appropriate;
9. Notifyrelevant authorities where required;
10. Take corrective action;
11. Review security procedures to prevent recurrence.
The response willdepend on the seriousness and circumstances of the incident.
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32. Legal and Regulatory Disclosure

An NDA does not necessarily prevent disclosure where disclosure is required by applicable
law, court order, regulatory authority, or other lawful requirement.

Where legally permitted and reasonably practical, Kanos Designs may notify the affected
client before making such disclosure.

However, KDS cannot promise advance notice where the law prohibits such notification.

33. Confidentiality and Legal Proceedings
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Where confidential informationis required for legitimate legal proceedings, Kanos Designs
may disclose the information to the extent reasonably necessary orlegally required.
KDS will seek to limit such disclosure to the appropriate parties and information.

34. Conflicts Between This Policy and an NDA

This policy provides Kanos Designs' general confidentiality standards.

If a signed NDA or other legally binding agreement contains stricter or different
requirements, the applicable agreement will generally govern the relevant relationship.
Where there is uncertainty, KDS will seek clarification before disclosing orusing the
affectedinformation.

35. Client Requests for Additional Confidentiality
A client may request additional confidentiality measures for a particular project.
Depending on the project, KDS may agree to measures such as:
e Separate project storage;
e Restrictedteamaccess;
o Additional confidentiality agreements;
e Limited portfolio use;
e Restricted public disclosure;
e Specific file-transfer procedures;
o Additional security controls;
e Project-specific retention periods.
Additional requirements should preferably be documented in writing.

36. Confidential Projects
Some projects may be designated as Confidential Projects.
Examples may include:

e Unreleased businesses;

e Newproductlaunches;

e New company branding;

o Confidential campaigns;

e Private web applications;

e Pre-launch websites;

e Internal corporate systems;

e Unreleased software;

o Sensitive businessrebranding.
For such projects, Kanos Designs may apply additional access and communication
restrictions.

37. Client Verification
Where someone requests confidential information on behalf of a client, Kanos Designs
may verify that person's identity and authority before providing the information.
This may be particularly important for:
o Website credentials;
e Projectsource files;
e Customerinformation;
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o Confidentialdocuments;
« Financialinformation;
o Administrative access.
KDS may refuse or delay disclosure until sufficient authorisation has been established.

38. Confidentiality Responsibilities of Clients
Confidentiality is a shared responsibility.
Clients should also take reasonable steps to protect confidentialinformation provided by
Kanos Designs.
Clients should not disclose KDS confidentialinformation where they have agreed to
protect it underacontract or NDA.
This may include:
e Unreleased KDS designs;
e Proprietary processes;
e Internal businessinformation;
e Pricinginformation where contractually protected;
e Private technicalinformation;
e Credentials or systems information.

39. No Unauthorised Competitive Use

Kanos Designs will not intentionally use a client's confidential information to develop or
support a competing business or service foranother client.

The existence of similar services in the digital design and technology industry does not, by
itself, mean that confidentialinformation has been used.

KDS may independently develop ideas, techniques, designs, or processes without using a
client's confidentialinformation.

40. Independent Development

Kanos Designs may work with multiple clients operating in similarindustries.

This does not prevent KDS from providing services to other clients.

However, KDS will not intentionally use one client's confidential information to benefit
anotherclient.

Similarindustry requirements, publicly available information, general professional
knowledge, and independently developedideas may be usedin other projects where
doing so does not breach an applicable agreement.

41. Professional Conduct
Everyone working on behalf of Kanos Designs is expected to maintain professional
confidentiality.
Confidential client information should not be discussed:
e Forentertainment;
e Forpersonal benefit;
o Withfriends or family;
o Withunrelatedclients;
¢ Onsocialmedia;
e Inpublicplaces;
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e Inonline communities;
e Withunauthorised contractors;
o With competitors.

42. Training and Awareness
Kanos Designs may provide employees and contractors with appropriate guidance
concerning:

o Confidentiality;

o NDAobligations;

o Dataprotection;

e Password security;

e File handling;

e Email security;

e Social mediarestrictions;

e Clientinformation;

e Securityincidents.
Individuals with access to significant confidential information may receive additional
instructions depending on their responsibilities.

43. Monitoring and Compliance
Kanos Designs may take reasonable measures to assess compliance with confidentiality
requirements.
This may include reviewing:

o Accesspermissions;

e Projectfiles;

e Security settings;

e Accountactivity;

e File-sharing permissions;

o Confidentiality agreements;

e Incidentreports.
Monitoring will be carried out for legitimate business, security, contractual, or compliance
purposes.

44. Consequences of Unauthorised Disclosure
Unauthorised disclosure or misuse of confidential information may result in:
e Removal of access;
e Internal disciplinary action;
e Termination of a contractorrelationship;
o Termination of employment where applicable;
e Contractual consequences;
o Clientnotification;
e Legalactionwhere appropriate.
The consequences willdepend on the nature and seriousness of the incident and the
applicable agreement orlaw.

45. Relationship With Other KDS Policies
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This policy should be read together with otherrelevant Kanos Designs policies and
agreements, including:

o DataProtection & Privacy Policy;

o Termsof Service;

o Client Service Agreement;

e Intellectual Property Policy;

e Information Security Policy;

o  Website Terms of Use;

e Acceptable Use Policy;

e Project-specific agreements.
Where a specific contract contains additional confidentiality requirements, those
requirements should be followed.

46. NDA Records
Kanos Designs may maintain records of NDAs and confidentiality agreements enteredinto
with clients and other parties.
Suchrecords mayinclude:
o Partiestothe agreement;
o Date of agreement;
o Effective date;
o Confidentiality period;
e Projectcovered;
e Relevantrestrictions;
e Termination date;
e Othercontractual requirements.
These records help KDS identify and manage ongoing confidentiality obligations.

47. Policy Review
This policy may be reviewed periodically to ensure that it remains appropriate for Kanos
Designs' operations.
The policy may be updated when:
e Serviceschange;
e Technology changes;
e Security practices change;
e Legalrequirementschange;
e Newtypes of confidentialinformation are processed;
e Newthird-party services are introduced,;
o Significant confidentiality incidents occur.

48. Contact for NDA and Confidentiality Matters
For questions concerning:

o« NDArequirements;

o Confidential projects;

o Confidentiality concerns;

e Suspecteddisclosure;

o Clientinformation;
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o Project confidentiality;
e Requestsforadditional confidentiality controls;
contact:
Kanos Designs (KDS)
Email: info@kanosdesigns.com
For service-related matters:
services@kanosdesigns.com
Fortechnical support:
support@kanosdesigns.com

49. Important Legal Notice

This document establishes Kanos Designs' generalinternal approach to confidentiality and
NDA compliance.

Itis notitself an NDA and does not replace a separately signed Non-Disclosure Agreement
or otherlegally binding contract.

The precise confidentiality obligations between Kanos Designs and a client depend on the
applicable agreement and the circumstances of the relationship.

Where a project involves significant commercial, financial, intellectual property, personal
data, trade secret, or other sensitive information, the parties should consider obtaining
appropriate legal advice and entering into a specific written NDA.

50. Policy Approval and Review

Business: Kanos Designs (KDS)

Document: NDA Compliance Policy
Effective Date: 20 August 2024

Last Review: 20 August 2026

Next Review: 19" July 2028

Policy Owner: Kanos Designs (KDS)
General Contact: info@kanosdesigns.com

Our Confidentiality Commitment

At Kanos Designs, we understand that good digital work often begins with information that
clients cannot share publicly.

We therefore aim to treat confidential information with care, professionalism, and respect.
We protect what you share.

We use information only for authorised purposes.

We limit unnecessary access.

We do not intentionally disclose confidential information.

We respect NDA obligations.

We take confidentiality incidents seriously.

© 2026 Kanos Designs (KDS). All rights reserved.
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